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Este documento muestra como instalar y configurar el servidor web Apache, con las extensiones
Php4 (con soporte MySQL) y Perl. Todo el proceso esta pensado para la distribucion Debian
GNU/Linux. Pretende ser una guia que muestre el proceso de una forma genérica, teniendo que
ser adaptado el proceso para cada situacion especifica.

Introduccion

Se ha elegido el servidor web Apache (http://httpd.apache.org/) por ser el méas utilizado en todo el
mundo. Destacan su gran rendimiento, seguridad y escalabilidad, asi como la enorme disponibilidad de
modulos de todo tipo que nos permiten expandirlo para adaptarlo a nuestras necesidades.

En este caso se utilizaran los médulos disponibles para PHP4 y Perl, dos de los lenguajes de
programacién mas utilizados en entornos web por su potencia y facilidad de uso. PHP4 se instalara con
soporte para acceso a bases de datos MySQL. De esta forma se podran colocar paginas escritas en estos
lenguajes y el servidor las interpretara y generara el codigo HTML correspondiente; pudiendo conseguir
realizar paginas webs totalmente dinamicas (contenido variable).

Instalacion

Necesitamos instalar los paquetes:

apache

apache-doc

php4

php4-mysql
libapache-mod-perl

Para ello, lo Unico que debemaos hacer es ejecutar el comando:

# apt-get install apache apache-doc php4 php4-nysql php4-pgsqgl |ibapache-nod- perl
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Una vez finalizada la instalacién, deberemos configurar php4 y apache para que reconozcan los distintos
modulos instalados.

Configuracion

Los ficheros de configuracion son:

« /etc/apache/httpd.conf para Apache
« /etc/php4/apache/php.ini para PHP

Veremos las directivas de configuracion mas importantes para que se puedan utilizar estos mddulos. El
resto de directivas de configuracion se explican detalladamente en los respectivos manuales y no se tratan
aqui, debido a su gran nimero y extension.

PHP

Debemos asegurarnos que php carga el médulo para MySQL. Para ello afiadiremos (si no lo estd) la
siguiente linea al fichero /etc/php4/apache/php.ini :

ext ensi on=nysql . so

Con este maddulo cargado, podremos acceder a cualquier base de datos MySQL utilizando las funciones
que provee PHP.

Apache

Debemos activar el uso de php y perl con apache. Deberemos afiadir al fichero de configuracion de
apache (/etc/apache/httpd.conf) las siguientes lineas para que cargue los médulos:

LoadModul e perl _nodul e /usr/lib/apache/ 1. 3/ nmod_perl.so
LoadModul e php4_nodul e /usr/1ib/apache/ 1. 3/1i bphp4. so

También deberemos asegurarnos de que existe la siguiente linea para que apache sepa qué hacer con los
ficheros con extension .php

AddType application/ x-httpd-php . php

Para los ficheros en perl, utilizaremos el directorio /var/www/perl, y deberemos indicarle que en ese
directorio se pueden ejecutar scripts. Se creard un alias de ese directorio para un més facil manejo:

<| f Modul e nod_perl.c>
Alias /perl/ [var/ww perl/
<Location /perl>
Set Handl er perl -script
Per | Handl er Apache:: Registry
Opti ons +ExecCd
</ Locat i on>
</ | f Modul e>
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Ejemplo de fichero de configuracion de Apache

Este es el fichero completo de configuracion del servidor web que hemos configurado. Se incluyen los
comentarios originales para una mejor comprension del significado de algunas de las directivas de
configuracion:

#it
## httpd.conf -- Apache HTTP server configuration file
#H#

Based upon the NCSA server configuration files originally by Rob MCool .

This is the main Apache server configuration file. It contains the
configuration directives that give the server its instructions.

See <URL: http://ww. apache. org/ docs/ > for detailed informati on about
the directives.

Do NOT sinply read the instructions in here w thout understanding
what they do. They're here only as hints or reminders. |f you are unsure
consult the online docs. You have been warned.

After this file is processed, the server will ook for and process
/ et c/ apache/ srm conf and then /etc/apache/ access. conf

unl ess you have overridden these with ResourceConfig and/or
AccessConfig directives here.

The configuration directives are grouped into three basic sections:

1. Directives that control the operation of the Apache server process as a
whol e (the ' global environment’).

2. Directives that define the parameters of the 'main’ or ’'default’ server,
whi ch responds to requests that aren’t handl ed by a virtual host.
These directives also provide default values for the settings
of all virtual hosts.

3. Settings for virtual hosts, which allow Wb requests to be sent to
different I P addresses or hostnanes and have them handl ed by the
same Apache server process.

Configuration and logfile nanmes: If the filenames you specify for many

of the server’s control files begin with "/" (or "drive:/" for Wn32), the
server will use that explicit path. If the filenanes do *not* begin

with "/", the value of ServerRoot is prepended -- so "l ogs/foo.l og"

with ServerRoot set to "/usr/local/apache" will be interpreted by the
server as "/usr/local/apache/l ogs/foo.log".

HOHH K HHHHHHHHHEHHHHHHHHHH R HEHHEHHHH

### Section 1: d obal Environment

#

# The directives in this section affect the overall operation of Apache,
# such as the nunber of concurrent requests it can handle or where it

# can find its configuration files.

#



#
#
#
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ServerType is either inetd, or standalone. Inetd node is only supported on
Uni x pl atformns.

Server Type st andal one

HOH KK HH R H KK

ServerRoot: The top of the directory tree under which the server’s
configuration, error, and log files are kept.

NOTE! If you intend to place this on an NFS (or otherw se network)
nmounted fil esystemthen please read the LockFile docunentation
(avail abl e at <URL: http://ww. apache. or g/ docs/ nod/ core. ht m # ockfil e>)
you will save yourself a |lot of trouble

Do NOT add a slash at the end of the directory path.

Server Root /etc/apache

HOH K H HHHH

The LockFile directive sets the path to the |ockfile used when Apache
is conpiled with either USE FCNTL_SERI ALI ZED ACCEPT or
USE_FLOCK_SERI ALI ZED ACCEPT. This directive should normally be left at
its default value. The main reason for changing it is if the |ogs
directory is NFS mounted, since the |lockfile MJUST BE STORED ON A LOCAL
DI SK. The PID of the main server process is automatically appended to
the filenane.

LockFil e /var/l ock/ apache. | ock

#
#
#

P

HOH K KR

PidFile: The file in which the server should record its process
identification nunmber when it starts

dFil e /var/run/apache. pid

ScoreBoardFile: File used to store internal server process information

Not all architectures require this. But if yours does (you'll know because
this file will be created when you run Apache) then you *rust* ensure that
no two invocations of Apache share the sane scoreboard file.

Scor eBoardFi |l e /var/run/ apache. scoreboard

HOH K HH R R H

In the standard configuration, the server will process this file,
srm conf, and access.conf in that order. The latter two files are
now di stributed empty, as it is recormended that all directives

be kept in a single file for sinmplicity. The comented-out val ues
bel ow are the built-in defaults. You can have the server ignore
these files altogether by using "/dev/null" (for Unix) or

"nul" (for Wn32) for the arguments to the directives.
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#Resour ceConfi g /etc/apache/ srm conf
#AccessConfi g /etc/ apache/ access. conf

#
# Tinmeout: The nunber of seconds before receives and sends tine out.

Ti meout 300

#
# KeepAlive: Whether or not to allow persistent connections (nore than
# one request per connection). Set to "Of" to deactivate.

KeepAl i ve On

#

# MaxKeepAl i veRequests: The maxi mum nunber of requests to allow

# during a persistent connection. Set to O to allow an unlinited anount.
# We recommend you | eave this nunber high, for nmaxi num performance.

MaxKeepAl i veRequests 100

#
# KeepAliveTi meout: Number of seconds to wait for the next request fromthe
# same client on the same connection.

KeepAl i veTi neout 15

Server-pool size regulation. Rather than naki ng you guess how many
server processes you need, Apache dynamically adapts to the load it
sees --- that is, it tries to maintain enough server processes to
handl e the current load, plus a few spare servers to handl e transient
| oad spikes (e.g., multiple sinultaneous requests froma single

Net scape browser).

It does this by periodically checking how many servers are waiting
for a request. |If there are fewer than M nSpareServers, it creates
a new spare. |If there are nore than MaxSpareServers, sonme of the

spares die off. The default values are probably OK for npbst sites.

HOH KK HH R K HHHH

M nSpar eServers 4
MaxSpar eServers 20

#
# Nunmber of servers to start initially --- should be a reasonabl e ball park
# figure.

StartServers 4

#
# Limt on total nunber of servers running, i.e., limt on the number
# of clients who can sinultaneously connect --- if this limt is ever

# reached, clients will be LOCKED OQUT, so it should NOT BE SET TOO LOW
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# 1t is intended mainly as a brake to keep a runaway server fromtaking
# the systemwith it as it spirals down..

MaxCl i ents 150

MaxRequest sPer Chi | d: the nunber of requests each child process is

all owed to process before the child dies. The child will exit so

as to avoid problens after prol onged use when Apache (and naybe the
libraries it uses) |leak nmenory or other resources. On npbst systens, this
isn't really needed, but a few (such as Solaris) do have notabl e | eaks
inthe libraries. For these platforms, set to sonmething |ike 10000

or so; a setting of 0 neans unlimted.

NOTE: This val ue does not include keepalive requests after the initia
request per connection. For exanple, if a child process handl es
an initial request and 10 subsequent "keptalive" requests, it
woul d only count as 1 request towards this lint.

HOH K R HHHHHHHH R

MaxRequest sPer Chi | d 100

#

# Listen: Allows you to bind Apache to specific |IP addresses and/or
# ports, in addition to the default. See al so the <Virtual Host >

# directive.

Li sten 8080
Li sten 80
#Li st en cancer bero: 80

#

# Bi ndAddress: You can support virtual hosts with this option. This directive
# is used to tell the server which IP address to listen to. It can either

# contain "*", an IP address, or a fully qualified Internet domain nane.

# See al so the <Virtual Host> and Listen directives.

Bi ndAddr ess *

#

# Dynani ¢ Shared Obj ect (DSO) Support

#

# To be able to use the functionality of a nodule which was built as a DSO you
# have to place corresponding ‘LoadMbdul e’ lines at this |location so the

# directives contained in it are actually available _before_ they are used.

# Please read the file README. DSO in the Apache 1.3 distribution for nore

# details about the DSO nechani smand run ‘apache -1’ for the list of already
# built-in (statically linked and thus al ways avail abl e) nodul es in your apache
# binary.

#

# Pl ease keep this LoadModule: line here, it is needed for installation

# LoadMbdul e vhost _alias_nodul e /usr/lib/apache/ 1.3/ nod_vhost _alias. so

# LoadModul e env_nodul e /usr/1ib/apache/ 1. 3/ nod_env. so

LoadModul e config_l og_nodul e /usr/lib/apache/ 1.3/ nod_| og_config. so



Instalacién y configuracion del servidor web Apache

# LoadModul e mi ne_rmagi c_nodul e /usr/1ib/apache/ 1. 3/ nod_m ne_nagi c. so
LoadModul e mi me_nodul e /usr/lib/apache/ 1. 3/ nod_mi ne. so

LoadModul e negoti ati on_nodul e /usr/Ilib/apache/ 1. 3/ nod_negoti ation. so
LoadModul e status_nodul e /usr/lib/apache/ 1. 3/ nbd_st at us. so

# LoadMbdul e i nfo_nodul e /usr/lib/apache/ 1.3/ nod_info.so

# LoadModul e i ncl udes_nodul e /usr/1ib/apache/ 1. 3/ nod_i ncl ude. so
LoadModul e aut oi ndex_nodul e /usr/1ib/apache/ 1. 3/ nod_aut oi ndex. so
LoadModul e dir_nodul e /usr/lib/apache/ 1.3/ nmod _dir.so

LoadModul e cgi _nodul e /usr/lib/apache/ 1.3/ nod_cgi. so

# LoadMbdul e asis_nodul e /usr/lib/apache/ 1.3/ nod_asis. so

# LoadModul e i map_nodul e /usr/1i b/ apache/ 1. 3/ nod_i map. so

# LoadMbdul e action_nodul e /usr/lib/apache/ 1.3/ nmod_actions. so

# LoadModul e speling_nodul e /usr/lib/apache/ 1.3/ nod_speling. so
LoadModul e userdi r_nodul e /usr/Ilib/apache/ 1. 3/ nod_userdir.so
LoadModul e alias_nodul e /usr/lib/apache/ 1.3/ nmod_alias. so

LoadMbdul e rewite_nodul e /usr/lib/apache/1l.3/nod_rewite.so
LoadModul e access_nodul e /usr/lib/apache/ 1. 3/ nod_access. so
LoadModul e auth_nodul e /usr/lib/apache/ 1. 3/ nmod_aut h. so

LoadModul e anon_aut h_nodul e /usr/1i b/ apache/ 1. 3/ mod_aut h_anon. so
LoadModul e dbm auth_nodul e /usr/1ib/apache/ 1. 3/ nrod_aut h_dbm so
LoadModul e db_aut h_nodul e /usr/Ili b/ apache/ 1. 3/ nod_aut h_db. so
LoadModul e proxy_nodul e /usr/1ib/apache/1.3/1ibproxy.so

LoadModul e di gest_nodul e /usr/lib/apache/ 1. 3/ nod_di gest. so
LoadModul e cern_meta_nodul e /usr/1ib/apache/ 1.3/ mod_cern_neta. so
LoadModul e expires_nodul e /usr/lib/apache/ 1. 3/ nod_expires.so

# LoadMbdul e headers_nodul e /usr/|ib/apache/ 1. 3/ nod_headers. so

# LoadModul e usertrack_nodul e /usr/lib/apache/ 1. 3/ nod_usertrack. so
LoadModul e uni que_i d_nodul e /usr/1ib/apache/ 1. 3/ nod_uni que_i d. so
LoadModul e setenvif_nodul e /usr/lib/apache/ 1.3/ nod_setenvif.so

# LoadMbdul e sys_aut h_nodul e /usr/1ib/apache/ 1. 3/ mod_aut h_sys. so

# LoadMbdul e throttl e_nodul e /usr/lib/apache/ 1.3/ mod_throttle.so

# LoadModul e al | owdev_nodul e /usr/1ib/apache/ 1. 3/ nod_al | owdev. so

# LoadMbdul e eaccess_nodul e /usr/1ib/apache/ 1. 3/ nod_eaccess. so
LoadModul e perl _nodul e /usr/lib/apache/ 1.3/ nmod_perl.so

LoadModul e php4_nodul e /usr/1ib/apache/ 1. 3/1i bphp4. so

# LoadModul e roanmi ng_nodul e /usr/1ib/apache/ 1. 3/ nod_r oam ng. so

HOHHH KR H

#

# ExtendedStatus: controls whether Apache will generate "full" status

# informati on (ExtendedStatus On) or just basic information (ExtendedStatus
# Of) when the "server-status" handler is called. The default is Of.

Ext endedSt at us On

### Section 2: 'Main' server configuration

The directives in this section set up the values used by the 'main’
server, which responds to any requests that aren’'t handled by a
<Virtual Host> definition. These values also provide defaults for

any <Virtual Host> containers you may define later in the file.

Al of these directives nay appear inside <Virtual Host> contai ners,
in which case these default settings will be overridden for the

HOHH KR HHHH
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# virtual host being defined.

#

#

# |f your ServerType directive (set earlier in the 'd obal Environment’
# section) is set to "inetd", the next few directives don’'t have any

# effect since their settings are defined by the inetd configuration.
# Skip ahead to the ServerAdnin directive.

#

#

# Port: The port to which the standal one server |istens. For

# ports < 1023, you will need apache to be run as root initially.

Port 8080

#

# If you wi sh apache to run as a different user or group, you must run
# apacheas root initially and it will swtch.

#

# User/ G oup: The nane (or #number) of the user/group to run apache as.
# On SCO (ODT 3) use "User nouser"” and "G oup nogroup".

# On HPUX you may not be able to use shared nenory as nobody, and the
# suggested workaround is to create a user ww and use that user.

# NOTE that sone kernels refuse to setgid(Goup) or senttl (| PC_SET)

# when the value of (unsigned)Goup is above 60000;

# don't use Group nobody on these systens!

User www« dat a
G oup www dat a

#

# Server Admi n: Your address, where problens with the server should be
# e-mailed. This address appears on sone server-generated pages, such
# as error docunents.

Server Admi n webmast er @ancer ber o. ui magen. i af

ServerNane: allows you to set a host name which is sent back to clients for
your server if it's different than the one the programwould get (i.e., use
"ww' instead of the host’s real nane).

Not e: You cannot just invent host names and hope they work. The nanme you
define here nust be a valid DNS nane for your host. If you don’t understand
this, ask your network adm nistrator.

If your host doesn’t have a registered DNS nanme, enter its | P address here.
You will have to access it by its address (e.g., http://123.45.67.89/)
anyway, and this will nake redirections work in a sensible way.

HOHH K HHHHHHH

Server Nane cancer bero. unil eon. es

#
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# Document Root: The directory out of which you will serve your
# docunments. By default, all requests are taken fromthis directory, but
# synbolic links and aliases may be used to point to other |ocations.

Docunent Root /var/ww
Each directory to which Apache has access, can be configured with respect
to which services and features are all owed and/or disabled in that

directory (and its subdirectories).

First, we configure the "default” to be a very restrictive set of
pern ssi ons.

HOH K HHEH

<Directory />
Opti ons SyniLi nksl f Oamer Mat ch
Al | owOverri de None
</Directory>

#

# Note that fromthis point forward you nust specifically allow

# particular features to be enabled - so if sonmething’s not working as
# you mi ght expect, nake sure that you have specifically enabled it

# bel ow.

#

#

# This shoul d be changed to whatever you set Docunent Root to.

<Directory /var/ww >

#
# This may al so be "None", "All", or any conbination of "I|ndexes",
# "Includes", "FollowSynLinks", "ExecCd", or "MiltiViews".
#
# Note that "MiltiViews" nust be naned *explicitly* --- "Options All"
# doesn’t give it to you.
Options I ndexes Includes Foll owSynli nks Mul ti Vi ews
#
# This controls which options the .htaccess files in directories can
# override. Can also be "All", or any conbination of "Options", "Filelnfo",
# "AuthConfig", and "Limt"
Al l owOverri de None
#

# Controls who can get stuff fromthis server.

Order al |l ow, deny
Al low from al |
</Directory>
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#
# UserDir: The name of the directory which is appended onto a user’s hone
# directory if a ~user request is received.

<| f Modul e nod_userdir.c>
UserDir public_htm
</| f Modul e>

#
# Control access to UserDir directories. The following is an exanple
# for a site where these directories are restricted to read-only.

<Directory /hone/*/public_htm >
Al'l owOverride Filelnfo AuthConfig Limt
Options MultiViews | ndexes Foll owSynli nks | ncl udes
<Limt GET POST OPTI ONS PROPFI ND>
O der al | ow, deny
Al'low fromall
</[Limt>
<Limt PUT DELETE PATCH PROPPATCH MKCOL COPY MOVE LOCK UNLOCK>
O der deny, al | ow
Deny from all
</Limt>
</Directory>

#
# Directorylndex: Nane of the file or files to use as a pre-witten HTM
# directory index. Separate nultiple entries with spaces.

<| f Modul e nod_dir.c>
Di rectoryl ndex i ndex. php index. htm index.htmindex.php3 index.shtnml index.cgi
</ | f Modul e>

#
# AccessFil eNane: The nane of the file to |l ook for in each directory
# for access control information.

AccessFi |l eNanme . ht access

The followi ng lines prevent .htaccess files from being viewed by
Web clients. Since .htaccess files often contain authorization
information, access is disallowed for security reasons. Conmment
these lines out if you want Wb visitors to see the contents of
.htaccess files. [If you change the AccessFil eNane directive above,
be sure to nake the correspondi ng changes here.

Al so, folks tend to use nanmes such as . htpasswd for password
files, so this will protect those as well.

HOH K HHHHHH

<Files ~ "M\ .ht">
Order all ow, deny

10
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Deny fromall
</Files>

#

# CacheNegoti at edDocs: By default, Apache sends "Pragma: no-cache" with each
# docurment that was negotiated on the basis of content. This asks proxy

# servers not to cache the docunent. Uncommenting the follow ng |ine disables
# this behavior, and proxies will be allowed to cache the docunents.

#CacheNegot i at edDocs

UseCanoni cal Nane: (new for 1.3) Wth this setting turned on, whenever
Apache needs to construct a self-referencing URL (a URL that refers back
to the server the response is coming fronm) it will use ServerNane and
Port to forma "canonical" name. Wth this setting off, Apache will

use the hostnane: port that the client supplied, when possible. This

al so af fects SERVER_NAME and SERVER PORT in CGE scripts.

HOH KR HHH

UseCanoni cal Nane On

#
# TypesConfig describes where the nmine.types file (or equivalent) is
# to be found.

TypesConfig /etc/ m me.types

Def aul t Type is the default M ME type the server will use for a docunent
if it cannot otherw se determ ne one, such as fromfil enane extensions.
If your server contains nostly text or HTM. docunents, "text/plain" is
a good value. |If nost of your content is binary, such as applications
or images, you nay want to use "application/octet-stream instead to
keep browsers fromtrying to display binary files as though they are
text.

HOHOH KR H H HH

Def aul t Type text/plain

The nmod_mi me_nmagi ¢ nodul e all ows the server to use various hints fromthe
contents of the file itself to determne its type. The M MEMagi cFile
directive tells the nodul e where the hint definitions are | ocated.
nmod_mine_nagic is not part of the default server (you have to add

it yourself with a LoadMbdul e [see the DSO paragraph in the ' d obal

Envi ronnent’ section], or reconpile the server and include nod_m ne_magi c
as part of the configuration), so it’'s enclosed in an <IfMdul e> contai ner.
This neans that the M MEMagi cFile directive will only be processed if the
nmodul e is part of the server.

HOH KR HH R HHH

<| f Modul e nod_ni me_nmgi c. ¢c>
M MEMagi cFi | e shar e/ magi c
</| f Modul e>

11
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Host nanmeLookups: Log the nanes of clients or just their |P addresses
e.g., ww. apache.org (on) or 204.62.129.132 (off).

The default is off because it’'d be overall better for the net if people
had to knowingly turn this feature on, since enabling it means that
each client request will result in AT LEAST one | ookup request to the
naneserver.

HOHH H HHH

Host naneLookups O f

#

# ErrorLog: The location of the error log file.

# |If you do not specify an ErrorLog directive within a <Virtual Host >

# container, error nmessages relating to that virtual host will be

# | ogged here. If you *do* define an error logfile for a <Virtual Host>
#

container, that host’s errors will be | ogged there and not here.
ErrorLog /var/| og/ apache/error.| og

#

# LogLevel : Control the number of messages |ogged to the error_| og.
# Possi bl e val ues include: debug, info, notice, warn, error, crit,
# alert, emerg.

LogLevel warn

#
# The following directives define sone format nicknames for use with
# a Custonlog directive (see bel ow).

LogFormat "% % % % \"%\" %s % \"%Y Referer}i\" \"9% User-Agent}i\" oa " full
LogFormat "% % % % \"%\" %s % \"%Y Referer}i\" \"% User-Agent}i\" 9% %™ debug
LogFormat "% % % % \"%\" %s % \"%Y Referer}i\" \"% User-Agent}i\"" conbi ned
LogFormat "% % % % \"%\" %s %" common

LogFormat "% Referer}i -> %J' referer

LogFormat "% User-agent}i" agent

The location and format of the access logfile (Common Logfile Fornat).
If you do not define any access logfiles within a <Virtual Host >
container, they will be |ogged here. Contrariw se, if you *do*
define per-<Virtual Host > access logfiles, transactions will be

| ogged therein and *not* in this file.

HOH K H H R

#Cust onmLog /var/ | og/ apache/ access. | og common
#
# If you would like to have agent and referer |ogfiles, unconment the

# following directives.

#Cust onLog /var/ | og/ apache/referer.log referer
#Cust onLog /var/ | og/ apache/ agent. | og agent

12
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#
# If you prefer a single logfile with access, agent, and referer information
# (Comnbi ned Logfile Format) you can use the follow ng directive.

Cust omLog /var/ | og/ apache/ access. | og conbi ned

Optionally add a Iine containing the server version and virtual host
nane to server-generated pages (error docunents, FTP directory |istings,
nod_status and nod_i nfo output etc., but not CA generated docunents).
Set to "EMail" to also include a nailto: link to the ServerAdm n.

Set to one of: On | Of | EMil

HOHH K R

Server Si ghature On

Al iases: Add here as nmany aliases as you need (with no limt). The format is
Alias fakenane real nane

Note that if you include a trailing / on fakenanme then the server wll
require it to be present in the URL. So "/icons" isn't aliased in this
exanple, only "/icons/"..

HOH K HHHHR

Alias /icons/ /usr/sharel/ apache/icons/

<Directory /usr/share/apache/icons>
Options | ndexes MultiViews
Al l owOverri de None
Order al |l ow, deny
Al'l ow from al |
</Directory>

ScriptAlias: This controls which directories contain server scripts.
ScriptAliases are essentially the sanme as Aliases, except that

docunments in the realname directory are treated as applications and

run by the server when requested rather than as docunents sent to the client.
The sane rul es about trailing "/" apply to ScriptAlias directives as to
Alias.

HOHH K H HH

ScriptAlias /cgi-bin/ [usr/lib/cgi-bin/

#
# "/usr/lib/cgi-bin" could be changed to whatever your ScriptAliased
# CA directory exists, if you have that configured.

<Directory /usr/lib/cgi-bin/>
Al | owOverri de None
Opti ons ExecCd
Order al |l ow, deny
Al low from al |
</Directory>
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#

# Redirect allows you to tell clients about docunments which used to exist in
# your server’'s nanmespace, but do not anynore. This allows you to tell the
# clients where to | ook for the rel ocated document.

# Format: Redirect old-UR new URL

Redi rect /m guel http://sanpedro. uinmagen.iaf/

#
# Directives controlling the display of server-generated directory |istings.

<I f Modul e nod_aut oi ndex. ¢c>

#
# Fancyl ndexi ng: whet her you want fancy directory indexing or standard

I ndexOpti ons Fancyl ndexi ng NameW dt h=*

#

# Addl con* directives tell the server which icon to show for different
# files or filename extensions. These are only displayed for

# Fancyl ndexed directories.

Addl conByEncodi ng (CWP, /i cons/ conpressed. gi f) x-conpress x-gzip

Addl conByType (TXT,/icons/text.gif) text/*
Addl conByType (I M5 /icons/inage2.qgif) inmage/*
Addl conByType (SND, /i cons/sound2. gif) audio/*
Addl conByType (VID,/icons/movie.gif) videol*

Addl con /icons/binary.gif .bin .exe

Addl con /i cons/bi nhex. gi f . hgx

Addl con /icons/tar.gif .tar

Addl con /icons/world2.gif .wl .wl.gz .vrmd .vim.iv
Addl con /icons/compressed.gif .Z .z .tgz .gz .zip
Addlcon /icons/a.gif .ps .ai .eps

Addlcon /icons/layout.gif .htnm .shtml .htm. pdf

Addl con /icons/text.gif .txt

Addl con /icons/c.gif .c

Addl con /icons/p.gif .pl .py

Addl con /icons/f.gif .for

Addl con /icons/dvi.gif .dvi

Addl con /i cons/uuencoded. gi f .uu

Addl con /icons/script.gif .conf .sh .shar .csh .ksh .tc
Addl con /icons/tex.gif .tex

Addl con /icons/bonb. gif core

Addl con /i cons/ back. gi f

Addl con /icons/hand.right.gif README
Addl con /icons/fol der.gif ~"D RECTORY "
Addl con /icons/ bl ank. gi f ~"BLANKI CONM»
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#
# Defaultlcon: which icon to show for files which do not have an icon
# explicitly set.

Def aul t1con /icons/unknown. gi f

#

# AddDescription: allows you to place a short description after a file in
# server-generated i ndexes. These are only displayed for Fancyl ndexed

# directories.

# Format: AddDescription "description” filenanme

#AddDescription "&ZI P conpressed docunment"” .gz
#AddDescription "tar archive" .tar
#AddDescription "GZI P conpressed tar archive" .tgz

ReadneNane: the nanme of the README file the server will ook for by
default, and append to directory listings.

Header Nane: the nanme of a file which should be prepended to
directory indexes.

The server will first look for nane.htm and include it if found.
If nane. htm doesn’'t exist, the server will then | ook for nane.txt
and include it as plaintext if found.

HOH K H HH R HHH

ReadnmeNanme README
Header Nane HEADER

#

# I ndexlgnore: a set of filenames which directory indexing should ignore
# and not include in the listing. Shell-style wildcarding is permtted.
I ndexl gnore .??* *~ *# HEADER* README* RCS CVS *,v *,t

</ | f Modul e>

#
# Docunent types.

<| f Modul e nod_ni ne. ¢c>

# AddEncoding all ows you to have certain browsers (Msaic/X 2.1+)

# unconpress information on the fly. Note: Not all browsers support
# this. Despite the name simlarity, the follow ng Add* directives
# have nothing to do with the Fancyl ndexi ng custom zation

# directives above.

AddEncodi ng x-conpress Z
AddEncodi ng x-gzip gz tgz
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AddLanguage: allows you to specify the | anguage of a document. You can
then use content negotiation to give a browser a file in a | anguage

it can understand.

Note 1: The suffix does not have to be the sane as the | anguage
keyword --- those with docunents in Polish (whose net-standard
| anguage code is pl) may wi sh to use "AddLanguage pl .po" to
avoid the anbiguity with the common suffix for perl scripts.

Note 2: The exanple entries belowillustrate that in quite
sone cases the two character 'Language’ abbriviation is not

i dentica
E. g. ' Danmar k/ dk’
Not e

specifier.

to the two character 'Country’ code for its country,

ver sus 'Dani sh/da’

3: Inthe case of 'Itz’ we violate the RFC by using a three char

But there is "work in progress’ to fix this and get

the reference data for rfcl766 cl eaned up.

Dani sh (da) -
French (fr) -

Italian (it) -
Spani sh (es) -

Polish (pl) -

AddLanguage da
AddLanguage n

AddLanguage en
AddLanguage et
AddLanguage fr
AddLanguage de
AddLanguage e

AddLanguage it
AddLanguage j a

AddChar set

AddLanguage p

AddChar set

AddLanguage pt
AddLanguage pt -
AddLanguage Itz
AddLanguage ca
AddLanguage es
AddLanguage sv
AddLanguage cz

#
#
#
#
#
#

LanguagePriority:

Dutch (nl) - English (en) - Estonian (ee)
German (de) - Geek-Mdern (el)

Portugese (pt) - Luxenbourgeois* (ltz)
Swedi sh (sv) - Catalan (ca) - Czech(cz)

Brazilian Portuguese (pt-br) - Japanese (ja)

. dk
.nl
.en
. ee
Cfr
. de
el
Lt
.ja

. po

. pt
br

. ca
. es
. Se
.CZ

| SO 2022-JP .jis
| SO 8859-2 .iso-pl

. pt-br
.lu

all ows you to give precedence to sone | anguages

in case of a tie during content negotiation

Just

this.

Iist the |anguages in decreasing order of preference. W have
nore or | ess al phabetized them here. You probably want to change

<| f Modul e npd_negoti ation.c>
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LanguagePriority es en da nl et fr de el it ja pl pt pt-br Itz ca sv
</ | f Modul e>

#
# AddType allows you to tweak mine.types w thout actually editing
# it, or to nake certain files to be certain types.

# For exanmple, the PHP 3.x nodule (not part of the Apache
# distribution - see http://ww.php.net) will typically use:

#AddType appl i cation/x-htt pd-php3 . php3
#AddType application/ x-htt pd- php3-source . phps
#

# And for PHP 4.Xx, use:

AddType application/x-httpd-php .php
AddType application/x-httpd-php-source . phps

AddType application/x-tar .tgz
AddType i nage/ bnp . bnp

# hdm
AddType text/x-hdm . hdm

AddHandl er allows you to map certain file extensions to "handl ers”,
actions unrelated to filetype. These can be either built into
the server or added with the Action command (see bel ow).

If you want to use server side includes, or CA outside
ScriptAliased directories, uncoment the follow ng |ines.

HOHH R R HHHHR

To use CA scripts:
#AddHandl er cgi-script .cgi .sh .pl

#
# To use server-parsed HTM. files

#AddType text/htm .shtm
#AddHandl er server-parsed .shtm

#
# Uncomment the following line to enable Apache’s send-asis HITP
# file feature.

#AddHandl er send-as-is asis

#
# If you wish to use server-parsed i nagenap files, use

#AddHandl er i map-file map
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#
# To enabl e type maps, you might want to use

#AddHandl er type-nmap var

</ | f Modul e>
# End of docunent types.

# Default charset to iso-8859-1 (ttp://ww. apache.org/info/css-security/).

AddDef aul t Char set on

Action: lets you define nedia types that will execute a script whenever
a matching file is called. This elimnates the need for repeated URL
pat hnanes for oft-used CA file processors.

Format: Action nedia/type /cgi-script/location

Format: Action handl er-nanme /cgi-script/location

HOHH H H HH

MetaDir: specifies the nane of the directory in which Apache can find
meta information files. These files contain additional HTTP headers
to include when sending the docunent

H H H R

#MetaDir .web

#
# MetaSuffix: specifies the file nane suffix for the file containing the
# neta i nformation.

#Met aSuffi x . nmeta

#

# Custoni zabl e error response (Apache style)

# these cone in three flavors

#

# 1) plain text

#Er r or Docunent 500 "The server made a boo boo.

# n.b. the (") marks it as text, it does not get output

#

# 2) local redirects

#Error Docunment 404 / m ssing. htm

# to redirect to local URL /missing. htm

#Err or Docunrent 404 /cgi - bi n/ m ssi ng_handl er. pl

# N.B.: You can redirect to a script or a docunent using server-side-includes.
#

# 3) external redirects

#Error Documrent 402 http://sone. ot her_server. conif subscription_info. htm
# N B.: Many of the environnent variables associated with the original
# request will *not* be available to such a script.

<| f Modul e nod_setenvif.c>
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The follow ng directives nodify normal HTTP response behavi or.

The first directive disables keepalive for Netscape 2.x and browsers that
spoof it. There are known problens with these browser inplenentations.
The second directive is for Mcrosoft |Internet Explorer 4.0b2

whi ch has a broken HTTP/ 1.1 inplenentation and does not properly

HOHH H HHH

Br owser Mat ch "Mozi | | a/ 2" nokeepal i ve

support keepalive when it is used on 301 or 302 (redirect) responses.

Browser Mat ch "MSI E 4\.0b2;" nokeepal i ve downgrade-1.0 force-response-1.0

#

# The followi ng directive disables HTTP/ 1.1 responses to browsers which
# are in violation of the HTTP/ 1.0 spec by not being able to grok a

# basic 1.1 response.

Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0
Br owser Mat ch "Java/ 1\. 0" force-response-1.0
Br owser Mat ch "JDK/ 1\. 0" force-response-1.0

</| f Modul e>

# If the perl nodule is installed, this will be enabl ed.
<| f Modul e nod_perl.c>
Alias /perl/ [var/ww perl/
<Location /perl>
Set Handl er perl -script
Per | Handl er Apache:: Regi stry
Opti ons +ExecCd
</ Locati on>
</ | f Modul e>

#

# Allow http put (such as Netscape Gold's publish feature)

# Use htpasswd to generate /etc/apache/ passwd.

# You nust unremark these two lines at the top of this file as well:
#LoadModul e put _nodul e nodul es/ nod_put . so

#Alias /upload /tnp
#<Locati on /upl oad>
Enabl ePut On
Aut hType Basic
Aut hNarme Tenporary
Aut hUser Fi |l e / et c/ apache/ passwd
Enabl eDel ete O f
umask 007
<Linmt PUT>
require valid-user
</[Limt>
#</ Locat i on>

HOHH R R HHHHR

#

# Al ow server status reports, with the URL of http://servernane/server-status
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# Change the ".your_donain.conf to match your domain to enable.

#<Location /server-status>

# Set Handl er server-status

# Order deny, al | ow

# Deny fromall

# Al'l ow from . your_donai n.com
#</ Locat i on>

#

# Allow renpte server configuration reports, with the URL of

# http://servernane/server-info (requires that nod_i nfo.c be | oaded).
# Change the ".your_donain.con to match your domain to enable.

#<Location /server-info>

# Set Handl er server-info

# Order deny, al | ow

# Deny fromall

# Al'l ow from . your_donai n.com
#</ Locat i on>

# Al low access to |l ocal system docunentation from |l ocal host.
# (Debian Policy assumes /usr/share/doc is "/doc/", at |least fromthe |ocal host.)
#Al i as /doc/ [usr/share/doc/

#<Locati on /doc>

# order deny, all ow

# deny fromall

# allow from127.0.0.0/255.0.0.0
# Options |Indexes Foll owSynii nks
#</ Locat i on>

There have been reports of people trying to abuse an old bug frompre-1.1
days. This bug involved a CA script distributed as a part of Apache.

By uncommenting these lines you can redirect these attacks to a | ogging
script on phf.apache.org. O, you can record themyourself, using the script
support/ phf_abuse_l og. cgi .

HOH K HH R

#<Location /cgi-bi n/ phf*>

# Deny fromall

# Error Docunment 403 http:// phf. apache. org/ phf _abuse_I og. cgi
#</ Locati on>

<| f Modul e nod_pr oxy. c>
#
# Proxy Server directives. Uncoment the following lines to
# enabl e the proxy server:
#
#<I f Modul e nmod_pr oxy. ¢c>
#Pr oxyRequests On
#
#<Di rectory proxy:*>
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# Order deny, al | ow
# Deny fromall

# Al'l ow from . your_donai n. com
#</Directory>
</ | f Modul e>
#
# Enabl e/ di sabl e the handling of HTTP/1.1 "Via:" headers.
# ("Full" adds the server version; "Block" renoves all outgoing Via: headers)
# Set to one of: Of | On | Full | Block

#ProxyVia On

#
# To enable the cache as well, edit and uncomment the follow ng lines:
# (no cacheing w t hout CacheRoot)

#CacheRoot "/var/cache/ apache”

#CacheSi ze 5

#CacheCcl nterval 4

#CacheMaxExpi re 24

#CachelLast Modi fi edFactor 0.1

#CacheDefaul t Expire 1

#NoCache a_domai n. com anot her _domai n. edu j oes. garage_sal e. com

#</ | f Modul e>
# End of proxy directives.

### Section 3: Virtual Hosts

Virtual Host: If you want to maintain multiple donai ns/hostnames on your
machi ne you can setup Virtual Host containers for them

Pl ease see the docunentation at <URL: http://ww. apache. or g/ docs/ vhost s/ >
for further details before you try to setup virtual hosts.

You may use the command |line option '-S to verify your virtual host
configuration.

HOH K HH R H

H

If you want to use nane-based virtual hosts you need to define at
# |l east one | P address (and port nunber) for them

#NameVi rt ual Host 12. 34. 56. 78: 80
NaneVi rt ual Host 193. 146. 99. 248: 80

#
# Virtual Host exanpl e:
# Al npost any Apache directive may go into a Virtual Host contai ner.
#
<Virtual Host 193. 146. 99. 248: 80>
Server Adm n vot obi t @ni | eon. es
Docunent Root /var/ww/ vot obi t
Server Name votobit. unileon. es
# ErrorLog | ogs/ host. some_domai n.comerror. | og
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# Cust onlLog | ogs/ host. some_donmi n. com access. | og comon
</ Vi rt ual Host >

<Virtual Host 193. 146. 99. 248: 80>
# Server Adni n vot obi t @nil eon. es
Docunent Root /var/ww
Server Name cancer ber o. uni | eon. es
# ErrorLog | ogs/ host. some_domai n.comerror. | og
# Cust omLog | ogs/ host. sonme_donai n. com access. | og common
</ Vi rt ual Host >

#<Virtual Host _default_:*>
#</ Vi rt ual Host >

Para una explicacion detallada de todas las directivas, se ruega consultar el manual de Apache.

Prueba

Una vez esté todo configurado, pondremos en marcha el servidor mediante el comando:

# /etc/init.d/ apache restart

A partir de este momento, podremos visualizar cualquier fichero que esté dentro del directorio /var/www
desde cualquier navegador web poniendo como direccion en la barra de navegacion

http://nonbre. del . servidor/

Importante: Si se hace alguna modificacion al fichero de configuracion, se deberéa arrancar de
nuevo el servidor para que lea la nueva configuracion.

Mas informacion

Debido a las multiples opciones que soporta Apache, se recomienda leer la extensa documentacion que
acompafia al servidor. Esta documentacion se encuentra en el directorio /usr/share/doc/apache

Otra fuente de informacion puede ser la pagina web oficial, en la que siempre se encuentra la Gltima
version disponible de la documentacion: http://httpd.apache.org (http://httpd.apache.org/). En ella se
explican todas y cada una de las directivas que posee, junto con ejemplos variados de aplicacion.

Sobre este documento

Se otorga permiso para copiar, distribuir y/o modificar este documento bajo los términos de la Licencia
de Documentacion Libre GNU, version 1.1 o cualquier versién posterior publicada por la Free Software
Foundation. Puedes consultar una copia de la licencia en http://www.gnu.org/copyleft/fdl.html
(http://www.gnu.org/copyleft/fdl.html)
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Este documento ha sido escrito en formato XML utilizando la DTD de DocBook
(http://lwww.docbook.org). Mediante este sistema, puede ser facilmente transformado a multiples
formatos (HTML, TXT, PDF, PostScript, LaTeX, DVI, ...). Se recomienda su utilizaciéon como
herramienta de documentacion potente y libre.
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